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Gi&i thiéu vé iMAP

Dw an Hanh dong Giam sat Internet (iMAP) nham muc dich thiét 1ap cac mang luGi trong
khu v va tai tivng qudc gia dé giam sat tinh hinh can thiép vé& mang va cac han ché déi voi
quyén tw do ngén luan trwc tuyén & 9 qubc gia: Myanmar, Campuchia, Héng Kéng, An Do,
Indonesia, Malaysia, Philippines, Thai Lan va Viét Nam. Dy an Sinar hién dang lam viéc voi
cac dbi tac vé quyén ky thuat sé qudc gia tai 9 qudc gia nay. D an dwoc thwe hién théng
qua cac hé théng bao cdo va phat hién clia Quan sat mé vé can thiép mang (OONI), lién
quan dén viéc duy tri danh sach kiém tra va cac két qua do lwong.

Théng tin thém c¢6 tai: imap.sinarproject.org . Moi thdc mac va dé xuét vé bao cao nay vui
long chuyén dén team@sinarproject.org .

Vé dw an Sinar

Dw an Sinar 1a mét sang kién cong nghé dan sy st dung cong nghé mé, div liéu mé va
phan tich chinh sach dé céng khai mét cach cé hé théng nhirng théng tin quan trong va gitp
nguwoi dan Malaysia dé tiép can hon. Dw &n Sinar nham muc dich cai thién tinh hinh quan tri
va khuyén khich sy tham gia nhiéu hon clia nguwdi dan vao cac van dé céng cong ciia qudc
gia bang cach lam cho Quéc hoi va Chinh phi Malaysia c&i m&, minh bach va cé trach
nhiém gidi trinh hon. Théng tin thém c¢6 san tai: https://sinarproject.org .
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Dai sir Thuy Dién tai Viét Nam Pereric Hogberg khang dinh Viét Nam dang tan dung réat tt
co hoi tr internet, 1a mét trong nhirng quéc gia dan dau Dong Nam A vé két ndi va phat trién
internet.” Viét Nam khong han ché st dung Internet va mang xa hoi.2 Tuy nhién, van cé
nhirng website bi kiém soat truy cap tai Viét Nam.

" Dwong Long. (2018, ngay 10 thang 7). Tw do internet & Viét Nam: M6t thuwc té khong thé pha. Tuyén
giao.

h : nai
he-phu-nhan-

.vn
113371

2 Trwo ng Giang. (2022, ngay 9 thang 3). Vié t Nam khong gigi han st dung Internet vam a ng xa h
6. BAO BIEN TU VOV.
https://vov.vn/chinh-tri/viet-nam-khong-gioi-han-su-dung-internet-va-mang-xa-hoi-post929064.vov
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Két qua chinh

Dwéi hé théng chinh tri mét dang, quyén tw do hdi hop, 1ap héi, biéu dat, bao chi va
tén gido, cling nhw hoat déng xa hdi dan sw, bi han ché va kiém soat chat mac du cac
quyén vé dan sy va chinh tri luat phap dwoc ghi nhan trong Hién phap.® M6t sé ndi
dung va chu dé lién quan dén déi lap chinh tri, khéng ting hd dang, tham nhiing va cac
van dé nhan quyén bj kiém duyét theo nhiéu cach khac nhau.

D@ liéu ctia OONI tai Viét Nam cho thdy cé 1108 trang web khéng thé truy cap dwoc
tr 10 Nha cung cép dich vu Internet (ISP) khac nhau, trong giai doan tir ngay 1 thang
1 nam 2022 dén ngay 30 thang 6 nam 2022. Trong sb cac nha mang nay, ngudi dung
hau nhw két nbi internet b&i ba nha mang Ién 1a VNPT, FPT va Viettel. Cac nha mang
cta Viét Nam dwong nhw cha yéu thue hién kiém duyét théng qua cac giao thirc DNS
va truy van http dbi véi cac trang chan.

Céc loai trang web bj chan chinh gdm:

Phé binh chinh tri

Truyén théng, tin tlrc (chl yéu la cac trang nwéc ngoai)

Nhan quyén

Noi dung khiéu dam

Céc trang web chinh pha cla cac qubc gia khac, déc biét 1a nhirng trang web
c6 nbi dung quan sw

WhatsApp, Facebook, Zalo, Line, Instagram, Tiktok va mét s mang xa hdi dwong nhw
c6 thé truy cap dwoc trén tat cd cac mang dwoc kiém tra trong thoi gian trén.

O O O O O

3 Freedom house. (2022). Bao cao Viét Nam. Truy cap tai:
https://freedomhouse.org/country/vietnam



iIMAP Bao cao Tinh trang Kiém duyét Internet 2022 - Viét Nam | 6

Viét Nam la mét trong nhitng qudc gia chiu sy gidm sat nghiém ngat nhat & moi phuong dién. Kiém
duyét Internet I& mot trong nhitng phwong phap cta chinh pht d& ddm bao an ninh qudc gia. Trong
nira ddu nam 2022, hon 293.000 phép do (2054 URL) da dwoc thu thap, theo danh sach kiém tra
chung toan cau va danh sach kiém tra rieng déi v&i Viet Nam. Cé hon 500 URL dwoc lwa chon cho
danh sach kiém tra cho Viét Vam (twong trng véi hon 60.000 phép do). Trong sé nay, hon 300 URL da
dwoc bao cao la bj chan hoac khéng thé truy cap dwoc, chu yéu la cac trang web vé chinh trj va nhan
quyén. Quyén tw do ngén luan va ty do bao chi & Viét Nam ciling bi han ché va khéng dwoc cai thién.
Céc hang tin doc lap nhw BBC, CNN, RFA, RFI, VOA da bi chan tir trwdc dén gior. Cac cong cu VPN vi
thé da tré nén rat phd bién & Viét Nam.

Trong khudn khd hop tac nghién cru clia cac nghién ctru vién doc lap va Dw an Sinar véi sy
hd tro tir Co quan quan sat can thiép mang mé (OONI) , bdo cao nay nham muc dich kiém
tra hién trang kiém duyét internet tai Viét Nam théng qua viéc thu thap va phan tich cac phép
do mang nham giup lam minh bach hon tinh hinh kiém soat internet tai Viét Nam.

B4o cdo duwoc xay dwng gém bdn phan. Phan dau cung cap théng tin vé& bdi cdnh mang
Internet cGia Viét Nam va mirc d6 tham nhap cua Internet. Phan hai thdo luan vé méi truéong
phap Iy vé tw do ngén luan, tiép can théng tin va quyén riéng tw. Phan thir ba md ta cac
trwdng hop bi kiém duyét va giam sat da dwoc bao cdo tai Viét Nam. Phan cubi cia bdo cao
ghi lai phwong phap luan va nhirng phat hién chinh cia nghién ctru nay.

Tong quan

Viét Nam 1a mot nwéc cong hoa xa hoi chil nghia &@ Dong Nam A. La dat nuwéc véi 100 triéu
dan, nam & vi tri chién lwoc cta ban ddo Bong Dwong. Viét Nam c6 phia Bac giap Trung
Quéc, phia Tay giap Lao va Campuchia va cé b& bién dai phia Dong giap Bién Déng.

Viét Nam 1a mét qudc gia da dan toc, véi 54 dan tdc. Dan tdc Kinh chiém 85,4% dan sb, trong
khi 53 dan toc con lai chi chiém 14,6%.* Nguwoi Viét Nam da sb thuwe hanh céc tin ngwéng dan
gian (45,3%), 16,4% dan sb6 theo dao Phat, 8,2% theo dao Thién chua va khoang 30% khong
theo ton gido nao.®

Sw chuyén dbi cta Viét Nam tlr mot trong nhirtng quéc gia nghéo nhat thé gi¢i nhirtng nam
1980 tr& thanh quéc gia co thu nhap trung binh th4p vao ndm 2010 dwoc coi la mét cau
chuyén thanh céng vé kinh t&. Céng cudc Dbi méi nam 1986 da dwa dat nwdc tir nén kinh té
ké hoach hdéa tap trung sang nén kinh té thi trwéng tw do, mé cira va tap trung thu hat dau tw
trwc tiép nwdc ngoai.’ Ké tir nhirng nam 1990, Viét Nam la mét trong nhirng québc gia co téc

4 Open Development Vietnam. (2019). Ngudi dan toc thiéu sb. Truy cap tai
https://vietnam.opendevelopmentmekong.net/topics/ethnic-minorities-and-indigenous-people/

5 Pew research center. (2012. B6i canh ton gido toan cau. Truy cap tai.
https://www.pewresearch.org/religion/2012/12/18/global-religious-landscape-exec/

6 Cameron A, et al. (2019). Twong lai nén kinh té sé cta Viét Nam — hwéng téi 2030 va 2045. CSIRO,
Brisbane. Truy cap tai https://research.csiro.au/aus4innovation/foresight/
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dod tang trwdng GDP nhanh nhét thé gidi, & mirc 6,86%/ndm trong giai doan 1990-2019,”
dwa hang triéu ngudi thoat khdi déi nghéo. Ngay ca trong bdi canh dai dich COVID-19, Viét
Nam dwoc dw doan la mot trong sb it nén kinh t& c6 kha nang chdng chiu manh mé véi téc do
tang trwdng kha quan trong giai doan téi.%

Méi trwwong chinh tri

Nén chinh trj ctia Viét Nam dwoc diéu hanh b&i mét dang duy nhat - Pang Céng san Viét Nam
(BCSVN). Trong khi niém tin vao dwdng 16i Chl nghia Cong san da tré nén it quan trong hon
qua thoi gian, dat nwéc nay van chiu anh hwédng manh mé ciia DPCSVN. Téng Bi thw DPCSVN
la 1anh dao t6i cao ctia Pang Cong san, dirng dau Bé Chinh tri va Quan Gy Trung wong. Déng
thoi, Cha tich nwédc 1a ngudi ding dau nha nwdc, va Tha twéng la ngudi ding dau chinh
phd. Quyén hanh phap dwoc thwc hién béi chinh phi va nha nwéc. Quyén lap phap dwoc
trao cho Quédc hoi Viét Nam. Co quan tw phap ddc 1ap véi co quan hanh phap.? Tuy nhién, sw
phan chia quyén lyc git)a hanh phap, lap phap va tw phap con yéu. Ngoai ra, c6 sw chong
chéo sau rong gitta DCSVN va chinh pha, lan réng dén cac cap thap hon clia hé théng chinh
tri.1°

Méi trwwong phap ly

Tw do bao chi

Quyén tw do bao chi dwoc cong bd trong Diéu 19 cta Hién phap Viét Nam, tuy nhién kém
theo cac diéu khodn cho phép bd tu bat ky ngwdi cung cép tin tirc va thdng tin nao gay phién
ha cho chinh pha. Cu thé, cac diéu 109, 117 va 331 cla b6 luat hinh sw quy dinh bat ky ai bi
két t6i “hoat ddng nham lat dé chinh quyé&n”, “tuyén truyén chéng pha nha nwéc”, “loi dung
cac quyén tw do, dan chd” cé thé bi phat tu dén 20 nd&m." Bén canh d6, Luat Bao chi sb
103/2016/QH13 quy dinh vé& bao chi, trong d6 cé quyén tw do bao chi, quyén tw do ngdn luan
trén bao chi clia cong dan va quyén, nghia vu clia co quan, td chirc, ca nhan hoat ddng trong
[inh vwe bao chi.

Trén thyc t&, hau hét cac dich vu tin tirc va truyén thong déu do nha nwéc kiém soat hodc
phai tuan theo ménh I&énh cla nha nwéc. Cac blogger va nha bao ddc 1ap 1a nhixng nguén tin
tirc va théng tin dwoc cho 1a cé quyén tw do & Viét Nam; tuy nhién, ho cling chiu sy giam sat
chat ché, va nhiéu ngudi trong sb ho da bi tdng vao tu. Facebook, Youtube va Zalo - mét (rng
dung nhan tin cta Viét Nam - la nhirtng nén tang trwc tuyén phd bién nhét va hién la cong cu

7 World Bank. (2022). D liéu cac chi tiéu phat trién kinh té thé gi&i. Truy cap tai
https://data.worldbank.org/indicator/NY.GDP.MKTP.KD.ZG?locations=VN

8 IMF. (2021). Viét Nam: Vwot qua dai dich thanh coéng. Truy cap tai
https://lwww.imf.org/en/News/Articles/2021/03/09/na031021-vietnam-successfully-navigating-the-pand
emic

® Wikipedia. (2022). Chinh tri Viét Nam. Truy cap tai:

https://en.wikipedia.org/wiki/Politics of Vietnam#cite note-1

' The Political System in Vietnam. (2012). In The Vietnamese Health Care System in Change: A
Policy Network Analysis of a Southeast Asian Welfare Regime (pp. 259-264). ISEAS—Yusof Ishak
Institute.

" Phog vién khong bién gidi. (2022).Théng tin vé Viét Nam .Truy cap tai:
https://rsf.org/en/country/vietnam.
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chinh dé lan truyén tin tirc va thong tin."

Luét tiép can thong tin

Luat tiép can thdng tin dwoc ban hanh ndm 2016 va cé hiéu lwc vao thang 7 nam 2018. Day
la van ban quan trong quy dinh chi tiét vé quyén tiép can thdng tin cia ngwdi dan va trach
nhiém cung cép théng tin cla co quan nha nwéc. Mac du Viét Nam da co nhirng budc tién
quan trong trong viéc xay dwng khung phap Iy vé quyén dbi véi théng tin, nhwng van con mét
chang dwdng dai dé thuwe thi hiéu qua luat nay & tat ca cac clp va cac bén lién quan. Hau hét
cac co quan nha nuwéc khong cong bd cach thire ngudi dan co thé yéu cau théng tin, nhiéu
nhan vién chinh quyén dia phwong chuwa dwoc dao tao dé xt&r ly cac yéu cau thodng tin va
khéng nhiéu nguoi dan nhan thire hét dwoc cac quyén cla ho.™

Quyén riéng tw

Quyén riéng tw va bado mat dir liéu dwoc dé cap trong nhiéu nghi dinh va luat cGa chinh pha,
bao gdm Luat Céng nghé théng tin 2006 ( 67/2006/QH11), Luat Bao vé Nguwdi tiéu dung 2010
(59/2010/QH12), Bb luat Dan sy 2015 (91/2015/QH13), Luat An toan thdong tin mang 2015
(86/2015/QH13), Luat An ninh mang 2018 (24/2018/QH14), v.v.* Tuy nhién, quy dinh phap
luat ctia Viét Nam vé div liéu ca nhan con nhiéu bat cap, thiéu ddng bd va mau thuin. Ché tai
x® ly vi pham nam rai rac trong nhiéu van ban quy pham phap luat, hién & murc thiéu va chwa
du strc ran de. '

Cu thé, Luat An ninh mang 2018 da gay ra nhiéu tranh luan trong va ngoai nwéc vé quyén
riéng tw di liéu ca nhan va kiém duyét thong tin. Luat nay yéu cau cac cong ty nhw Facebook
va Google Iwu trir thdng tin vé ngudi dung Viét Nam tai Viét Nam mot cach vat ly. Luat nay
cho phép chinh phi chdn quyén truy cap vao nhiéu loai ndi dung cé thé dwoc xac dinh la
nguy hiém dbi véi an ninh qubc gia. M6t dy thdo nghj dinh dé lam rd viéc thi hanh luat van
dang dwoc xem xét ké tir thang 11 nam 2020.

Theo d6, mét Nghi dinh vé bao vé di¥ liéu ca nhan dwoc dwa ra nhwng chwa hoan thién va
van dang trong qua trinh soan th&o tai phién ban 2 tir thang 2/2021. Nghi dinh nay duw kién sé
cung cap modt bd quy tac chat ché diéu chinh cac quyén cu thé cta chi thé di liéu, chuyén div
liéu xuyén bién gi&i va x& ly di¥ liéu ca nhan nhay cdm. Viéc khong tuan thi cé thé khién cac
bén lién quan bi dinh chi hoat ddng tam thdi va’hodc thu héi gidy phép truyén di liéu xuyén
bién gi®i, ngoai viéc bi phat tién. Pham vi diéu chinh ctia Nghi dinh bao gém cac cong ty cta
Viét Nam hoac cua nwéc ngoai (& trong va ngoai nwéc) tham gia x& ly div liéu ca nhan.

2 Phong vién khong bién gigi. (2022). Théng tin vé Viét Nam.Truy cap tai:
https://rsf.org/en/country/vietnam.
3 T4 chire Minh bach Québc té. (2020). Bao ddm quyén thong tin tai Viét Nam - mét bwée trong nhiéu

. ] ] ) blog iring-the-right-to-information-in-vietnam-one-step-of-man

“ Amcham Viét Nam. (2019). Bao vé& dir liéu tai Viét Nam: téng quan. Truy cap tai:
https://www.amchamvietnam.com/wp-content/uploads/2019/05/Data-Protection-in-Vietnam-Overview-
April-2019.pdf

'® Bach Thi Nhd Nam. (2002). Hoan thién phap luat vé bao vé di¥ lidu ca nhan. Tap chi nghién ctru
phap luat Viét Nam. 05(453), 03/2022. Truy cap tai:
http://lapphap.vn/Pages/TinTuc/211048/Hoan-thien-phap-luat-ve-bao-ve-du-lieu-ca-nhan.html



http://vbpl.vn/TW/Pages/vbpqen-toanvan.aspx?ItemID=4773
http://lapphap.vn/Pages/TinTuc/211048/Hoan-thien-phap-luat-ve-bao-ve-du-lieu-ca-nhan.html
https://www.amchamvietnam.com/wp-content/uploads/2019/05/Data-Protection-in-Vietnam-Overview-April-2019.pdf
https://www.amchamvietnam.com/wp-content/uploads/2019/05/Data-Protection-in-Vietnam-Overview-April-2019.pdf
https://www.transparency.org/en/blog/ensuring-the-right-to-information-in-vietnam-one-step-of-many
https://rsf.org/en/country/vietnam
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Vao ndm 2021, chinh phi tiép tuc han ché quyén tw do st dung Internet bang viéc dwa ra bd
quy tac trng xr quéc gia danh cho nhirng ngudi st dung mang xa hoi'® va stra ddi mot nghj
dinh dé thém mot diéu khodn han ché phat truc tiép."”

Kiém duyét va giam sat

Du¢i hé théng chinh tri doc dang, quyén tw do hoi hop, 1ap hoi, biéu dat, bao chi va tén gido,
cling nhw hoat ddng xa hoi dan sw, bi dang han ché va kiém soat chat ché méc du luat phap
ghi nhan cac quyén dan sw va chinh tri trong Hién phap.'® Mot sb nodi dung va cha dé lién
quan dén dbi 1ap chinh tri, bat loi cho dang, tham nhiing va cac van dé& nhan quyén bi kiém
duyét theo nhiéu cach khac nhau. Nam 2022, Viét Nam nam trong sé cac québc gia cé xép
hang thap nhat toan cau vé chi sé Ty do B&o chi, & vi tri 174 trén 180 qubc gia.™ Viét Nam
ciing bi Freedom House phan loai la "khéng tw do" vé Internet véi nhirng tr& ngai dang ké
trong viéc truy cap Internet, ndi dung bi han ché va vi pham dang ké& quyén ctia nguwdi dung.?

Cac trwong hop dwoc bao cao vé kiém duyét Internet

Nguwoi dan duwoc huwéng nhiéu tw do hon trong cac cudc thao luan trwc tuyén. Viét blog va
mang xa hoi da tré thanh ngudn thdng tin va tw twdng thay thé cho cac phwong tién truyén
théng dai ching chinh thirc. Cac blogger, nha hoat dong va ngwoi dung mang x& hoi da viét
vé cac chu dé gay tranh cai & Viét Nam, chdng han nhw nhan quyén, dan chd, tén gido, nhan
vat chinh tri, dang cdng san va nha nwéc. Tuy nhién, ho lai tré thanh ddi twong chiu sw kiém
duyét va giam séat chat ché cla co quan chirc nang, d&c biét 1a nhirng nhan vat ndi tiéng cé
nhiéu déc gia va nguoi theo déi.?!

Nhiéu trang web c6 ndi dung chi trich chinh phi thwérng khéng thé truy cap dwoc tir cac dia
diém cua Viét Nam, cu thé 1a Dan Luan,? Luat Khoa,?® Nguoi Viét,?* Viét Nam Thoi bao,?
Dan Lam Bao.? Viéc truy cap khong 6n dinh va khong thé doan trwdce cling dwoc béo cao ddi

18 Bd Thong tin truyén thong. 2021. Quyét dinh Ban hanh Bé quy téc (rng x& trén mang x& héi. Truy cap
tai:
https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Quyet-dinh-874-QD-BTTTT-2021-Bo-Quy-tac

-ung-xu-tren-mang-xa-hoi- 478154.aspx
7 TH Huyén. (2021, ngay 11 thang 7). Muén livestream Facebook, youtube phai théng bao théng tin

lién hé VOi Bo TT&TT (aé Xuét). Truy cap tai:
https://thuvienphapluat.vn/tintuc/vn/thoi-su-phap-luat/chinh-sach-moi/36497/muon-livestream-faceboo

k-youtube-phai-thong-bao-thong-tin-lien-he -voi-bo-ti-tt-de-xuat

'® Freedom house. (2022). Bao cao Viét Nam. Truy cap tai: https://freedomhouse.org/country/vietnam

' Phéng vién khéong bién gidi. (2022). HO6 so vé Viet Nam. Truy cap tai
https://rsf.org/en/country/vietnam

2 Freedom house. (2021) Phong sy tw do trén mang - Viét Nam. Truy cap tai

https://freedomhouse.org/country/vietnam/freedom-net/2021

2" Mai Dwong.(2017). Blog Ba Cach Trong Thé Gigi Blog Chinh Tri ctia Viét Nam. Béong Nam A dwong dai
(39:2 ed.)

2 https://www.danluan.org/

2 https://www.luatkhoa.org/

2 https://www.thevietnamese.org/

% https://viethnamthoibao.org/

% https://danlambaovn.blogspot.com/
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https://thuvienphapluat.vn/tintuc/vn/thoi-su-phap-luat/chinh-sach-moi/36497/muon-livestream-facebook-youtube-phai-thong-bao-thong-tin-lien-he-voi-bo-tt-tt-de-xuat
https://thuvienphapluat.vn/tintuc/vn/thoi-su-phap-luat/chinh-sach-moi/36497/muon-livestream-facebook-youtube-phai-thong-bao-thong-tin-lien-he-voi-bo-tt-tt-de-xuat
https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Quyet-dinh-874-QD-BTTTT-2021-Bo-Quy-tac-ung-xu-tren-mang-xa-hoi-478154.aspx
https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Quyet-dinh-874-QD-BTTTT-2021-Bo-Quy-tac-ung-xu-tren-mang-xa-hoi-478154.aspx
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véi cac trang web qudc t& nhw T chirc Theo déi Nhan quyén (HRW), phién ban tiéng Viét
ctia Pai chau A tw do (RFA) va Hang Phat thanh Truyén hinh Anh (BBC).#

Chinh pht d3 c6 cac bién phap dé budc cac hang cong nghé toan cau tuan thi cac yéu ciu
cta chinh pht vé kiém duyét, chang han nhw viéc cac may chi dia phwong ctia Facebook bi
nglrng hoat déng vao ndm 2020.2 Theo B® Céng an, trong nam 2021, ho da yéu cau
Facebook va Google b tri can bod thwdng trwc 24/7 dé ra soat ndi dung, g& bd 621 tai khoan,
bai viét, video cé ndi dung vi pham phap luat, ngén chan truy cap t&i 4.214 may chd web dang
tai ndi dung ddéc hai tr nwdc ngoai.?? Trong mdt bao cao khac ctia B6 Théng tin va truyén
théng (TT&TT), trong nam 2021, B& TT&TT da yéu ciu cac nha cung cép dich vu Internet
phai kiém duyét thworng xuyén 3.000 website, ngan chan 2.000 website va bai viét. Bo ciing
yéu cau cac nha cung cap dich vu xuyén bién gi¢i (Facebook, Google, Apple) g& bd néi dung
xau, doc hai; cu thé, Facebook da chan/xéa hon 3.377 bai ding; Google da x6a 13.141 video
khoi YouTube; Tiktok bi chan/xoéa: 1.180 video.*

Nhiéu nha bao va blogger da bj bat gi®r, hanh hung va lanh &n hinh sw.®' Dién hinh nhw
trwdng hop ctia Pham Thi Doan Trang,®? ,** Nguy&n Quéc Birc Vwong,* Nguyén Ngoc Nhuw
Quynh® , Tran Thi Nga,*® trong s6 200 nguoi bi cam t.¥’

27 Freedom house. (2021) Phéng su tw do trén mang - Dat nuwéc Viét Nam. Truy cap tai
https://fr mh .Or ntry/vietnam/fr m-net/2021

2 Reuter. (2020). Viét Nam doa déng clra Facebook vi yéu cadu kiém duyét . Truy cap tai
https://www.reuters.com/article/us-vietham-facebook-shutdown-exclusive-idUKKBN27Z1MP

2 Bao Quan doi nhan dan. (2021). B6 Céng an g& bd, chdn hang nghin trang web c6 néi dung xau,
doéc. Truy cap tai:

0-Noi- dunq -Xau- doc 675020

30 MIC. (2022) B6 TT&TT kién quyet ngan chan, x& ly thong tin x4u, doc trén mang x& hoi. LAy tw

rong-xau-doc- tren-mang-xa-hoi.html

3 Mai Dwong.(2017). Blog Ba Cach Trong Thé Gi¢i Blog Chinh Tri ciia Viét Nam. Dong Nam A dwong dai
(39:2 ed.)

% T& Washington Post. (2021). Viét Nam bd tu 'nha hoat dong ndi tiéng nhat' chin ndm. Truy cap tai:
https://www.washingtonpost.com/world/asia_pacific/vietham-press-freedom-pham-doan-trang/2021/12/
14/8ed0f008-57e4-11ec-8396-5552bef55¢3c_story.html

33 Bao Quan do6i nhan dan. (2021). Lai tung héa mu sau phién toa xét x&r Pham Thi Doan Trang. Truy

cap tai:
https://cand.com.vn/Chong-dien-bien-hoa-binh/lai-tung-hoa-mu-sau-phien-toa-xet-xu-pham-thi-doan-tr

ang-i638333 /

3 Reuter. (2020).Viét Nam bd ti ngwdi dung Facebook tdm ndm vi déng bai 'chéng nha nuwéc'. Truy
cap tai: https://www.reuters.com/article/us-vietnam-security-trial-idUSKBN24814T

3% Thoi bao New York. (2016). Viét Nam bét gitv Me Nam, mét blogger hang dau, vi chi trich chinh phu.
Truy cép tai:
https://www.nytimes.com/2016/10/12/world/asia/vietham-arrest-blogger-mother-mushroom.html

% CPJ.(2020). Trd gia dat cho tw do cha blogger Viét Nam Tran Thi Nga. Truy cap tai:
https://cpj.org/2020/02/vietnam-blogger-jail-exile-tran-thi-nga/

% Bass, Thomas. (2017). Kiém duyét & Viét Nam: Thé gi¢i méi ding cdm. Nha xuét ban Dai hoc
Massachusetts. ISBN 978-1625342959 .



https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/978-1625342959
https://cpj.org/2020/02/vietnam-blogger-jail-exile-tran-thi-nga/
https://www.nytimes.com/2016/10/12/world/asia/vietnam-arrest-blogger-mother-mushroom.html
https://www.reuters.com/article/us-vietnam-security-trial-idUSKBN24814T
https://cand.com.vn/Chong-dien-bien-hoa-binh/lai-tung-hoa-mu-sau-phien-toa-xet-xu-pham-thi-doan-trang-i638333/
https://cand.com.vn/Chong-dien-bien-hoa-binh/lai-tung-hoa-mu-sau-phien-toa-xet-xu-pham-thi-doan-trang-i638333/
https://www.washingtonpost.com/world/asia_pacific/vietnam-press-freedom-pham-doan-trang/2021/12/14/8ed0f008-57e4-11ec-8396-5552bef55c3c_story.html
https://www.washingtonpost.com/world/asia_pacific/vietnam-press-freedom-pham-doan-trang/2021/12/14/8ed0f008-57e4-11ec-8396-5552bef55c3c_story.html
https://www.washingtonpost.com/world/asia_pacific/vietnam-press-freedom-pham-doan-trang/2021/12/14/8ed0f008-57e4-11ec-8396-5552bef55c3c_story.html
https://mic.gov.vn/mic_2020/Pages/TinTuc/152518/Bo-TT-TT-kien-quyet-ngan-chan--xu-ly-cac-thong-tin-xau-doc-tren-mang-xa-hoi.html
https://mic.gov.vn/mic_2020/Pages/TinTuc/152518/Bo-TT-TT-kien-quyet-ngan-chan--xu-ly-cac-thong-tin-xau-doc-tren-mang-xa-hoi.html
https://www.qdnd.vn/quoc-phong-an-ninh/tin-tuc/bo-cong-an-go-bo-ngan-chan-hang-nghin-trang-web-co-noi-dung-xau-doc-675020
https://www.qdnd.vn/quoc-phong-an-ninh/tin-tuc/bo-cong-an-go-bo-ngan-chan-hang-nghin-trang-web-co-noi-dung-xau-doc-675020
https://www.qdnd.vn/quoc-phong-an-ninh/tin-tuc/bo-cong-an-go-bo-ngan-chan-hang-nghin-trang-web-co-noi-dung-xau-doc-675020
https://www.reuters.com/article/us-vietnam-facebook-shutdown-exclusive-idUKKBN27Z1MP
https://freedomhouse.org/country/vietnam/freedom-net/2021
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Moi triroong mang va sw tham nhap Internet

Ty lé s& dung Internet ctia Viét Nam & mirc 73,2% tdng dan s vao nam 2022 véi 72,1 triéu
ngwdi dung Internet. BPa c6é 3,4 triéu nguwdi dung internet tang thém trong giai doan
2021-2022. Nguoi Viét Nam danh trung binh 6 gior 38 phut méi ngay dé truy cap Internet trén
tat ca cac thiét bi. 95,8% ngudi dung truy cap internet bang dién thoai di dong. Ngoai ra, c6
156 triéu két ndi di dong tai Viét Nam vao dau nam 2022..

V& nha cung cép dich vu internet bang rong cb dinh, ba doanh nghiép dan dau gém VNPT
(doanh nghiép nha nwéec), Viettel (doanh nghiép quan déi) va FPT (doanh nghiép tw nhan),
chiém 92% thi phan.* Vé dich vu di dong, Viettel, Mobiphone va Vinaphone 1a ba nha mang
dan d4u, cung cap dich vu cho 98,1% thi trwdng.*® D liéu tlr Ookla thang 7/2022 cho thay téc
do tai xudng trung binh qua két ndi di déng tai Viét Nam la 38,23 Mbps, xép thir 47/140 qubc
gia trong khi tbc dd qua két ndi internet bang théng rong cb dinh 1a 76,16 Mbps, xép thi
45/182 quéc gia.-

Vé gia ca, Viét Nam la mét trong nhitng qubc gia cé gia cwdc Internet ré nhat dbi voi ca
Internet cb dinh va di dong. Chi phi tron géi internet bang théng réng trung binh hang thang tai
Viét Nam 1a 10,81 dé la My, xép thr 13 trén 220 qudc gia.*? Gia trung binh cia 1GB di¥ liéu di
dong tai Viet Nam 1a 0,61 do la My, xép thr 37 trén 223 québc gia.*®

Mang xa héi dwgec sir dung rong rai tai Viét Nam v&i 76,95 triéu ngwoi dung. Facebook, Zalo,
Tiktok va Instagram 1a nhirtng nén tang truyén théng xa hoi phd bién nhat tai Viét Nam. D4t
nwéc nay dang cung cap 70,4 triéu ngudi dung cho Facebook va 63,5 triéu ngudi dung cho
Youtube, 39,91 triéu ngudi dung cho Titok, cho thdy mét thi trwéng quang céo va thwong mai
dién t&r rat htra hen va nang dong.* Nén kinh té ky thuat sé cua Viét Nam dwoc dw doan sé
vuot 43 ty USD vao ndm 2025 khi dat nwéc tiép tuc theo dudi cac dw an vé chinh pha dién to,
internet van vat, thanh phd théng minh, cong nghé tai chinh, tri tué nhan tao, v.v.*®

Trong vai ndm qua, chinh pha Viét Nam da cé nhiéu nd lwc trong viéc thuc day cudc Cach

% Bao cao dir liéu. (2022). Digital 2020: Bao cao Viét Nam. Truy cap tai
https://datareportal.com/reports/digital-2022-vietnam

¥ Bao Tién Phong. (2020). Xu hwéng méi trén thi trwdng internet cap quang. Truy cép tai:
https://tienphong.vn/he-lo-ve-lan-gio-moi-tren-thi-truong-internet-cap-quang-post1276350.tpo

0 Vietstock. (2020). Bao cao nganh Cong nghé - Vién théng 2020. Truy cap tai
https://finance.vietstock.vn/downloadedoc/7540

“ Ookla. (2022). Chi s6 toan cau vé kiém tra tdc do. Truy cap tai: https://www.speedtest.net/global-index

42 Cable.co.uk. (2022). Binh gid bang théng réng toan cau nam 2022. Truy cap tai:
https://www.cable.co.uk/br nd/pricing/worldwide-comparison

4 Cable.co.uk. (2022).D&r lieu di déng toan cdu  2022. Truy cap tai
https://www.cable.co.uk/mobiles/worldwide-data-pricing/#pricing

4 Bao cado di¥ liéu. (2022). Digital 2020: Bao «cao Viét Nam. Truy xuét
https://datareportal.com/reports/digital-2022-vietham

45 Ngan hang thé gisi. (2020). Nén kinh t& sb tai Viéet Nam: Xay dwng nén tang cho ting trwdng trong
twong lai. Truy xuét
https://blogs.worldbank.org/eastasiapacific/digital-economy-vietnam-building-foundations-future-growt h



https://blogs.worldbank.org/eastasiapacific/digital-economy-vietnam-building-foundations-future-growth
https://blogs.worldbank.org/eastasiapacific/digital-economy-vietnam-building-foundations-future-growth
https://datareportal.com/reports/digital-2022-vietnam
https://www.cable.co.uk/mobiles/worldwide-data-pricing/%23pricing
https://www.cable.co.uk/broadband/pricing/worldwide-comparison/
https://www.speedtest.net/global-index
https://finance.vietstock.vn/downloadedoc/7540
https://tienphong.vn/he-lo-ve-lan-gio-moi-tren-thi-truong-internet-cap-quang-post1276350.tpo
https://datareportal.com/reports/digital-2022-vietnam
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mang cdng nghiép 4.0. Viéc tiép tuc tap trung vao chuyén déi ky thuat sé bao gébm chinh phu
dién tlr da giup Viét Nam x& ly dwoc cude khiing hoang vé y té do COVID-19 théng qua phan
&ng kip thoi va dwa trén bang chirng, déng thoi dan dén sw gia tdng dang ké cac dich vu
cong truc tuyén.

Két qua kiéem duyét Internet & Viét Nam

Muc dich cGa nghién ctru nay la tim hiéu liéu cac sw kién kiém duyét cé xady ra & Viét Nam
hay khéng va & mic dd nao trong giai doan kiém tra tir ngay 1 thang 1 dén ngay 30 thang 6
nam 2022.

D@ liéu thd trong giai doan nay do OONI cung cap gdm 301.847 bai kiém tra (test). Tuy nhién,
chung t6i phai loc va loai bd nhitng két qua khéng dang tin cay. Théng thwéong cac bai kiém
tra cac trang web bj chdn sé& trd vé mét trang cé cung tiéu dé. Chung t6i dém duoc c6 1.108
trang web bj chan & trén 10 sé hiéu mang khac nhau (autonomous system number -ASN):
trong d6 c6 3 sb hiéu mang cula Viettel - nha cung cép dich vu internet thudéc s& hiru cla
quan doi (gdbm cong ty Viettel CHT, Tap doan Viettel, Tdng cong ty Viettel) ; 3 sb hiéu mang
cua cac doanh nghiép nha nwéc (VNPT, MOBIFONE, SaiGon Tourist); 1 doanh nghiép lién
doanh nwoc ngoai (Viethammobile); 1 doanh nghiép tw nhén (FPT Telecom); 2 doanh nghiép
nwdc ngoai (Home Credit Vietnam Finance, Softnet). Cac mang cé dau hiéu nghi ng& chan
nguwdi dung la 1a cac mang dwoc chinh pht quan ly chat ché. Co6 2 nha cung cap khong chan
ngudi dung la doanh nghiép nwdc ngoai. Tuy nhién, vi sb lwong kiém tra con qua it, khdng
thé khang dinh bat ct didu gi va con phu thudc vao viéc ngudi ding truy cap vao danh muc
bi chinh phd han ché. Sau nha cung cép dich vu internet va di dong chinh cla Viét Nam da
chan nguw&i dung; doé la VNPT, Viettel, FPT, Saigon Tourist, Mobilphone va Vietham Mobile.

I Mo blocking [ Suspect of blocking

100% 12.5%

80% 10%
60% 7.5%
40% 5%
20% 2.5%

0%




iMAP Bao cao Tinh trang Kiém duyét Internet 2022 - Viét Nam | 13

Hinh: Ty lé khéng chan va nghi ngé chan béi cac nha cung cép dich vu Internet trong thoi

gian kiém tra

Lwu y rang cac thuat nglr dwoc siv dung trong bao céo nay dé cap nhu sau:

Chén: hé thdng tén mién (DNS) da xac nhan (DNS confirmed)

Khéng chan: OK

Nghi ngd chan: hé théng tén mién khéng nhat quan hodc hé théng tén mién da dwoc
xac nhan (DNS inconsistent or DNS confirmed)

Khong dang tin cay: Khéng cé két qua kiém tra HTTP (No results on HTTP testing)

Kiém duyét trang web

Céc trang web bj kiém duyét mét cach tich cwe dwoc chia thanh 4 danh muc ndi dung gdm:

Nhan quyén

NOi dung khiéu dam

Phé binh chinh tri

Tin tlre, tuyén théng (chd yéu la cac trang nwéc ngoai)
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® POLR
® NEWS
® HUMR
PORN
@ ANON
@® REL
® GOVT
@ CULTR
® GRP
others

Hinh 1: Cac danh muc bi nghi ng& chan cao nhét tai Viét Nam

Ty lé ngwdi dung khéng thé truy cap danh muc phé binh chinh tri 1a cao nhéat v&i 34%, tiép
dén la cac trang tin nwéc ngoai véi 27,9%. O vi tri thi ba, d6 la hang muc van dé& nhan quyén
va vj tri thi tw la cac trang web khiéu dam.

Bang 1: Sé trang bi chan va thdi gian bi chan theo danh muc

S6 trang

n . Tong sé lan
khong truy cap chan
dwoc
Tin tre, truyén thong VNPT, Viettel, Mobifone, FPT,[57 1360
Sai Gon Tourist
No6i dung khiéu dam VNPT, FPT, Viettel 11 824
Phé binh chinh tri VNPT, FPT, Viettel, Vietnam|s4 5324

Mobile, Mobifone

Nhan quyén VNPT, FPT, Viettel, Vietnam|[38 2460
Mobile, Mobifone

Phé binh chinh tri

54 trang vé phé binh chinh trj da bj chan trong thdi gian kiém tra va c6 dén 4.360 lan chan.
Céac nha diéu hanh mang cé thé da sir dung sw can thiép vao hé théng tén mién (DNS
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tampering) va khoa dia chi IP cla cac trang web nay vao danh sach den va khién ching
khéng thé truy cap dwoc. FPT va Viettel da sir dung sw can thiép vao hé théng t&n mién
trong khi VNPT hau nhw luén st dung phwong thirc két ndi bao mat I6p truyén tin tao gid
phwong thirc két néi khdng thanh cong diéu hwéng tdi giao dién hét thdi han va dong két nbi
(TLS 'connection timeout and closed'). Qué trinh chan cac hang muc nay bién déng theo thoi
gian.

Bl Bl catopern B crsconfrmed  EH drainconsisten drnrcgvd [ drerctomain [ bespconfemed

¥
Bl Ftipconmectionciosed [l bpconrecton reset Il heppenerc_faiue [l bepbep ¥ [l ievalid | [ tcp.connection_sime
B e connecton siomed va ezerectee et [ s crerenrarstmera I e peers faione

2K

(5]
i [} s
= = 'l:

|

FPT Telecom VNFT Viettel - CHT cormpany Vierttel corparation
BAOEIFOME Vitnarmrmobele Viemed Group

Hinh 2: Phwong thivc kiém duyét Internet clia cac nha cung cép tai Viét Nam.

Chung t6i chon ba trang web c6 sé 1an chan twong tw dé& phan tich kj thém, gém:
- Trang blog clia Doan Trang (http://www.phamdoantrang.com/)* ,
- Ba Sam (https://anhbasam.wordpress.com/)* va
- Thoi bao Viét Nam (https://vietnamthoibao.org/)*®

Trang blog ciia DPoan Trang bi nha mang FPT Telecom va Viettel chan hoan toan. Tuy nhién,
VNPT da mé truy cap tlr ngay 16/06 - 21/06/2022. Vao thdi diém d6, cé sw kién Uy ban Nhan
quyén t6 chirc Phién hop thwéng ky 1an thir 50 tir ngay 13 thang 6 dén ngay 8 thang 7 nam
2022. Nha cung cap VNPT c6 thé da thay ddi chinh sach kiém duyét cta trang web nay va
mé& quyén truy cap cho nguwdi dung. Cho dén thoi diém bao cao nay dwoc viét, trang blog nay
van dwgc mé truy cap.

4 Trang blog Poan Trang cia mot blogger, nha bao, nha xuét ban va nha hoat ddng dan cha Viét Nam
bi chinh quyén bét giir.

47 Trang Ba Sam la trang blog ctia mdt blogger Viét Nam bij bét.

48 Hoi Nha bao Doc lap Viét Nam Ia hiép hoi “nghé bao doc 1ap”, mét td chirc "xa hoi dan sy


http://www.phamdoantrang.com/
https://anhbasam.wordpress.com/
https://vietnamthoibao.org/
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Hinh 3: Trang blog cda BPoan Trang bi chan hon nlranam 2022.

Il ok B dnsbogon M dnsconfirmed M dnsinconsistent M dns.no_ipvd
B dns.nxdomain @ httpconfirmed @ bttp.connection_closed @ http.connection_reset
I hitp.generic_failure @ http htip_diff [ invalid I tcp.connection_timeout

20 I tls.connection_clos... tls.connection_reset [ tls.connection_time.. [ tls.generic_failure

60

40

- —

FPT Telecom Company Viettel Corporation
VNPT Viettel Group

Hinh 4: Cac nha cung cip mang (ISP) da chan Trang blog Poan Trang
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Bl dnsbogon M dns.confirmed MM dns.inconsistent M dnsno_ipvd M dnsnxdomain B ok M http.confirmed
I nttp.connection closed M httpoconnection_reset M ttp.genenic_failure M httpohttp_diff WM invalid B tcp.connection_timeout
I tis.connection_closed M tls.connection_reset M tis.connection_timeowt M tis.generic_failure

Jun 16, 2022 Jun 18, 2022 Jun 20, 2022 Jun 26, 2022 Jun 28, 2022
Jun 17,2022 Jun 19, 2022 Jum 25, 2022 Jun 27, 2022 Jun 29, 2022

Hinh 5: Nhirtng ngay mé& truy cap ctia nha mang VNPT déi v&i trang blog Poan Trang

Déi vé&i hai trang web: Viét Nam Thoi bao va Ba Sam, sé lwot truy cap vao hai trang trén cta
nha mang VNPT va Viettel déu kém hon nha mang FPT Telecom du sb lwot kiém tra nhiéu
hon FPT.

Elcc [l catogon [l doscontiemed [l drainconsistert [l drancpvd [l drerxdomain [l bopconfirmed
B tpconmecticn cioged [l hrpconnection et [ htppereric faiuee [ hephnp ¥ [ ievalid [ tcp.conmection simecut
B sz connection_ciceed [l te.connection et [l tecomnection_tmecut [ th generic_failure

250

200

150

100

rll

FPT Telecom VNPT Vietnarmmobile Vietel Group Viettel corporation

Hinh 6: Cac ISP da chan trang Thoi bao Viét nam va Ba Sam.

VNPT la doanh nghiép nha nwéc va Viettel 1a nha cung cap dich vu internet ctia quan doi.
Nhw vay, cé thé hiéu hai nha cung cép internet nay chiu sy quan ly, giam sat chat ché cla
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dang va chinh phu Viét Nam.
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Hinh 7: Tinh trang chan trang web Ba Sam theo dong thoi gian
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Hinh 8: Tinh trang chan trang web Thoi bao Viét Nam theo dong théi gian

Tin trc truyén théng

Cac trang web tin tlrc truyén théng rong rai dwong nhw déu cé thé truy cap dwoc, ngoai triv
ddi v&i mot sb hang truyén thong tin tirc qudc t&. Cac cac nha mang chi yéu str dung phuong
phap dwa dia chi IP vao danh sach cac trang web bi chan. Dai chau ATy do (www.rfa.org) va


http://www.rfa.org
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Hang phat thanh truyén hinh Anh ( www.bbc.com ) la hai vi du dé phan tich sau thém.

VNPT thwong st dung phwong thirc chan giao thic truyén tin (TCP) va két ndi bado mat
truyén tin (TLS) trong khi FPT va Viettel st dung sw can thiép vao hé thdng tén mién (DNS
tampering) d& chan RFA. Trong s 334 lan kiém tra dwoc thyc hién trén trang RFA, cé dén
257 Ian trang nay bi chan. Thoi gian truy cap bi phan tan trong thai gian kiém tra.

Bl Bl satogor [l dracorfrmed [l draincorsismers Bl dranc pvd [ drercdoman [ rrpocondemed
Bl ropconrecton cicsed [l rrpconmecton e El brpgenerc_fadum [ rrpimp o#f [ eveid [ cp connection_simeou
B sz connection cicesd [l taccomnecton_mset ([l te.connecton_tmecut | [ v peneric_failues

FPT Telecom VNPT Vietrel Group Vietnel corporation

Hinh 9: Cac nha cung cip mang (ISP) da chan trang RFA.

Bl dnzbogon MM dns.confirmed M dns.inconsistent M dnsnoipvd BB dnenxdomain M ok M trp.confirmed
Il hrtp connection_closed [l htp.connection_reset [l htpogeneric_failure [l hap hetp_diff [l invalid [l top.coninection_timeout
I ts.connection_closed [ tis.connection_reset [l tis.connection_timeout [l ts.generic_failure
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Hinh 10: Truy cap dwoc cho phép cho trang RFA vao nira cubi 2022.



http://www.bbc.com
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BBC da dwoc kiém tra hon 892 1an; tuy nhién, cé dén 834 1an bi chan trong thoi gian thir
nghiém. VNPT chd yéu sir dung phwong phap chan dia chi IP trong khi Viettel va FPT siv
dung can thiép cap hé théng tén mién DNS. BBC c6 thé duoc truy cap nhanh trong thoi gian
kiém tra trong 58 1an v&i kha néng truy cap rai rac vao thang Hai va thang Ba. Dang néi 1a vao
thang 5, trang nay da bi chan hoan toan.
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Hinh 11: Cac nha cung cp mang chan trang www.bbc.com

Bl dnz.bogon M dnz.confirmed M dnsinconsistent MM dnsno_ipvd WM dnsnxdomain M ok [ ftp.confirmed
Il hitp.connection_closed [l hitp.connection_reset [l hiip.genenic_failure [l hitp hitp_diff [l invalid [l top.connection_timeout
I tis.connection_closed M ts.connection_reset [ ts.connection_timeout (I tls.generic_failure
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Hinh 12: Thoi gian ngwoi st dung dwoc phép truy cap trang www.bbc.com vao nira dau
2022.
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Hinh 13: Trang www.bbc.com bi chan vao thang 5, 2022

Déi véi cac hang tin trong nwdc, hau hét cac trang nay déu bi kiém duyét théng tin trwée khi
xuét ban. Do do, tat ca cac trang bao déu cé thé truy cap dwoc. Co rat it trwedng hop dwoc
bao cao khéng truy cap duwoc.

Sb l1an khong thé truy| S6 lan truy cap
Tén mién cap duwoc
1. news.zing.vn 4 177
2. docbao.vn 2 182
3. baoquocte.vn 2 177
4. congan.com. vn 1 181
5. thvl.vn 1 179
6. vovworld.vn 1 182
7. vietnamnet.vn 1 181
3. plo.vn 1 181
9. vnexpress.net 1 182

Hinh 14: Hang tin trc-truyén théng & Viét Nam khong truy cap dwoc internet


http://www.bbc.com
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No6i dung khiéu dam

DP6i vai thé loai khiéu dam, co 11 trang khiéu dam bj chan trén cac mang VNPT, FPT, Viettel.
V&i tdng cdng 1.155 sb 1an kiém tra, trong do cé 824 sb 1an kiém tra cho két qua khéng truy
cap duoc va chi co 412 1an truy cap dwoc. Kha nang truy cap ndi dung khiéu dam bi han ché
gap ddi so vai khi nd cé thé truy cap duwgc. Ngoai ra, kha nang truy cap dwoc rai rac tlr thang
Hai dén thang Sau.

I ok B dnsbogon MM dnsconfirmed M dns.inconsistent I dns.no_ipvd
B dnsnxdomain M httipconfirmed M http.connection_closed M http.connection_reset
I nttp.generic_failure @ http hatp_diff M invalid I tcp.connection_timeout

500 I tl=.connection_clos... tls.connection_reset [ tls.connection_time.. [ tl=.generic_failure

400

300

200

100

FPT Telecom Company Viettel Corporation
VNPT Viettel Group

Hinh 15. Cac ISP chan danh muc khiéu dam
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Figure 16: Danh muc khiéu dam bj chan theo dong th&i gian

Bang 2. Ty Ié bi chan cla cac trang trong danh muc ndi dung khiéu dam

Trang Ty lé chan
https://www.youporn.com/ 1.2 %
https://www.xvideos.com/ 1.2 %
https://www.pornhub.com/ 10.9 %
http://www.wetplace.com/ 10.8 %

https://beeg.com/ 10.7 %
http://vnanchoi.ca/ 10.4 %
http://sacduc.com/ 9.3 %
https://sex-hay.pro/ 9 %
http://ww7.gockhuatviet.com/ 8 %
https://shoptraivip.com 7.8 %
https://www.coithienthai.com/ 0.7 %

Cac van dé vé nhan quyén

Cac trang web vé& nhan quyén da trai qua tbng cong 9.241 1an kiém tra, trong do sb lan bi
chan la 2.406 (26,04 %). Tong sb trang vé nhan quyén bi chan la 38 trang. Trong s do,


https://www.youporn.com/
https://www.xvideos.com/
https://www.pornhub.com/
http://www.wetplace.com/
https://beeg.com/
http://vnanchoi.ca/
http://sacduc.com/
https://sex-hay.pro/
http://ww7.gockhuatviet.com/
https://shoptraivip.com
https://www.coithienthai.com/
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vnhrdmay.org (https://vnhrdmay11.org/) va mec.org (http://mec.org.vn/vi/) bi chén hoan toan
100% b&i VNPT, FPT, Vietnam mobile va Viettel. Cac trang nay bi gan v&i trang thai khéng
hop 1, nghia la ¢ sy hién dién clia cac thanh phan mang (“hép trung gian — middle boxes”).
Vi vay, cac nha cung cap nay cé thé da thuc hién kiém duyét, giam sat va/hodc thao ting lwu
lwong truy cap Internet.

Tiép theo la hai trang clGa luat khoa* https:/www.luatkhoa.org/) va the88project®
(https://the88project.orag/) khéng truy cap dwoc trén 80%. Cac nha mang cling thwc hién cac
phuwong phap han ché khac nhau. FPT va Viettel chi yéu st dung sw can thiép hé thdng tén
mién trong khi VNPT cht yéu st dung ch&n dia chi IP.

Ik W dnebogor W dnecorfirmed I dneinconsistent degra_igvd (M crerndemas M bupoconfiemed
B brip sennection clesed B htip cemmecton_reser I betzogeneric_faduee D Rvpbins gitt N evalid B ep cornection timesut
B 1z connection closed tis. connection_reset [ ts connection_temecut [ tlsgeneric_failure

1.5K

rll\

FFT Telecom VNPT Vigtnammaobile Wiettel Group Vigntel corporation

Hinh 17: ISP chan trong danh muc vé nhan quyén

49 Mot trang vé phap luat véi muc dich cung cap thong tin, kién thirc phap luat cho cong déng, trao ddi
vé cac van dé phap ly cling nhw hoat ddng chuyén mén cla nhirtng ngudi hanh nghé luat va sinh vién
luat, thuc day viéc hoc tap va nghién ctru phap luat tai Viét Nam.

50 M6t trang web vé hd so clia cac nha hoat dong


https://vnhrdmay11.org/
http://mec.org.vn/vi/
https://www.luatkhoa.org/
https://the88project.org/
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Il dnsbogon [ dns.confirmed |l dnsinconsistent M dns-no_ipvd dns.nedomain [l ok I http.confirmed
Il hitp.connection_closed Il hitp.connection_reset Ml hitp generic_failure Il hitp hitp_dift (I invalid fop.connection_timeout
I tis.connection_closed tis.connection_reset [l tls.connection_timeowt [ s.generic_failure
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Hinh 18: Danh muc nhan quyén bi chan theo dong thoi gian

Trong dir liéu ctia OONI, trang nhan quyén clia LHQ (https://www.ohchr.org/) va trang
Freedom house (https:/freedomhouse.org/) khéng bi chan, nhwng van cé nhirng ngay nghi
ng® bj hai nha mang VNPT va Viettelchan truy cap.

Bang 3: Thong tin vé& ngay, trang va nha mang kiém duyét internet tai Viét Nam

Ngay ISP chan trang

8 thang 1, 2022 Viettel https://freedomhouse.org
11 thang 3, 2022 VNPT https://www.ohchr.org/

7 thang 4, 2022 Viettel https://freedomhouse.org
15 thang 4, 2022 VNPT https://www.ohchr.org/
16 thang 4, 2022 VNPT https://www.ohchr.org/
22 thang 4, 2022 Viettel https://freedomhouse.org
24 thang 4, 2022 Viettel https://freedomhouse.org
4 thang 5, 2022 Viettel https://freedomhouse.org
5 thang 5, 2022 Viettel https://freedomhouse.org
6 thang 5, 2022 Viettel https://freedomhouse.org
7 thang 5, 2022 Viettel https://freedomhouse.org
20 thang 5, 2022 VNPT https://www.ohchr.org/
29 thang 5, 2022 VNPT https://www.ohchr.org/



https://www.ohchr.org/
https://freedomhouse.org/
https://freedomhouse.org
https://www.ohchr.org/
https://freedomhouse.org
https://www.ohchr.org/
https://www.ohchr.org/
https://freedomhouse.org
https://freedomhouse.org
https://freedomhouse.org
https://freedomhouse.org
https://freedomhouse.org
https://freedomhouse.org
https://www.ohchr.org/
https://www.ohchr.org/
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13 thang 6, 2022 Viettel https://freedomhouse.org
16 thang 6, 2022 Viettel https://freedomhouse.org
19 thang 6, 2022 Viettel https://freedomhouse.org
26 thang 6, 2022 Viettel https://www.ohchr.org/

https://freedomhouse.org
29 thang 6, 2022 Viettel https://www.ohchr.or

Chang t6i chon hai trang web; Luatkhoa (https://www.luatkhoa.org/) va the88project
(https://the88project.ora/) d& xem xét chi tiét hon.

Déi v&i Luatkhoa, tdng sb6 1an kiém tra la 176 1an, hau hét déu bj chan khi kiém tra. S6 1an
chan I&n t&i 167 1an tir 3 nha cung cap chinh Ia VNPT, FPT va Viettel. Tuy nhién, VNPT va
Viettel da chan hoan toan trang nay. Chi cé FPT mé truy cap trong 7 ngay trong nira dau nam
2022.
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Figure 19: Trang Luatkhoa bi chan theo dong th&i gian



https://freedomhouse.org
https://freedomhouse.org
https://freedomhouse.org
https://www.ohchr.org/
https://freedomhouse.org
https://www.ohchr.org/
https://www.luatkhoa.org/
https://the88project.org/
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Figure 20: Cac cac nha mang chan trang Luatkhoa
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Il dnsbogon M dns.confimed [l dnsinconsistent M dns.noCipvd [ dns.nedomain [l ok [ httpoconfirmed
Il hitp.connection_closed [l hitp.connection_reset [l hitp.generic_failwe [l http http_diff [ invalid [l tcp.connection_timeout
I tis.connection_closed [ tis.connection_reset [l tls.connection_timeout [l tis.genernic_failure

Feb 23,2022 Feb 26,2022 Feb 27,2022 Mar2, 2022 Mar 9, 2022 Mar 10,2022 Mar 19, 2022

Hinh 21: Truy cap dwgc mé cho Luatkhoa béi FPT

The88project (https://the88project.org/) 18 mot trang web cé co s& di liéu vé cac nha hoat
déng va théng tin vé cac vu bat gitr va quéy rdi. The88project da dugc kiém tra trén cac mang
gém Viét Nam mobile, VNPT, FPT va Viettel v&i 165 lwot kiém tra, tuy nhién chi c6 19 lan
dwoc truy cap twong tng véi 11,52%. Kha nang truy cap vao trang web nay dwoc tim thay
thong qua mang VNPT va FPT trong khi dé trang nay bi chan hoan toan bdi Viettel va Viét
Nam mobile. Cac nha mang VNPT va Viettel dung cach chan dia chi IP trong khi FPT st dung
can thiép cap hé théng tén mién. VNPT va FPT Ian lwot cho phép truy cap trong cac ngay
sau:


https://the88project.org/
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Bang 4: Thong tin ngay, cac ISP internet cho phép truy cap tai Viét Nam

Ngay Tén nha mang cho phép truy cap
5 thang 2, 2022 FPT
13 thang 2, 2022 VNPT
24 thang 2, 2022 FPT
26 thang 2, 2022 FPT
27 thang 2, 2022 FPT
9 thang 3, 2022 FPT
13 thang 3, 2022 FPT
20 thang 3, 2022 FPT
12 thang 4, 2022 VNPT
14 thang 4, 2022 VNPT
17 thang 4, 2022 VNPT
19 thang 4, 2022 VNPT
20 thang 4, 2022 VNPT
9 thang 5, 2022 VNPT
5 thang 6, 2022 VNPT
18 thang 6, 2022 VNPT
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Chan &rng dung nhan tin

Cac dich vu nhan tin tirc thoi co thé truy cap mot cach thong subt qua két ndi web va tng
dung di dong. WhatsApp, Facebook, Zalo, Line, Instagram, Tiktok va mét s mang xa hoi
duweng nhw c6 thé truy cap dwoc trén tt ca cac mang duoc kiém tra trong thdi gian kiém tra.

Vietham

OONI WhatsApp Test

ok_count m confirmed_count anomaly_count failure_count

Hinh 22: Két qua kiém tra kha nang truy cap WhatsApp trén cong cu OONI Math
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Vietnam
OONI Facebook Messenger Test

ok_count m confirmed_count anomaly_count = failure_count

Hinh 23: Két qua kiém tra kha nang truy cap clia Messenger tir dv liéu thd ctia OONI

Chan cac céng cu lach kiém duyét (Circumvention Tools)

Khi xem xét cac cong cu an danh va vuot twong Ira, ching t6i thay rang & Viét Nam, sb 1an
kiém tra Psiphon khéng bi kiém duyét trong khi s6 1an kiém tra Tor c6 déu hiéu bi kiém duyét
bat dau tir thang 2 dén thang 6 nam 2022.

Psiphon Test
OONI ok_count M confirmed_count ™ anomaly_count © failure_count
FCU‘\‘\):‘, & ] o o ) ' ] -~ A ‘\Q {}}y\ L
ks o
. 49
Vietnam
20
0
Tor Test
OONI ok_count M confirmed_count anomaly_count failure_count
{v‘e\'\g/ ‘ 2 » B _-\,9“\ x\“; -1&\'11{: ,;v‘(} ”B‘Fsﬂ; ‘f\?'& & 4
}Q SV .\"‘31' s T-“v I_&/ ?‘Q’L ‘S’rb g
Vietnam H @
20
0
Hinh 24: Kha nang tiép can cta cac cong cu lach kiém duyét - Psiphon va Tor



https://ooni.org/nettest/psiphon
https://ooni.org/nettest/tor
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Han ché

“Sy danh gia cac phat hién ctia nghién clru nay chi gi¢i han & cac phép do lwdng mang dwoc
thu thap tir ngay 1 thang 1 dén ngay 30 thang 6 nam 2022 dé xem xét cac xu hwéng va sw
kién kiém duyét gan day nhét.

Nhirng phat hién cia nghién ctru nay gié¢i han trong tbng sé 1.108 URL duwoc kiém tra vé kha
nang bi kiém duyét va sé khéng dwoc coi 1a danh sach day du cla tat ca cac trang web bj
kiém duyét. Cac trang web ndm ngoai danh sach th® nghiém cda Viét Nam
https://qithub.com/citizenlab/test-lists/blob/master/lists/vn.csv va danh sach toan cau cla
Citizen Lab < https://github.com/citizenlab/test-lists/blob/master/lists/global.csv > khéng dwoc
kiém tra va khong thé xac minh trang thai kiém duyét ctia ching théng qua kiém tra Két néi
web OONI. Néu ban mudn déng gép bang cach xem xét danh sach kiém tra, ban cé thé tham
khao hwéng dan ctia OONI tai < https://ooni.org/get-involved/contribute-test-lists >.

Mac du cac phép do mang duwoc thu thap tr 18 diém khac nhau & Viét Nam, viéc chay th
nghiém phan mém OONI khéng nhat quan trén tat ca cac mang. Nghién clru nay tap trung
vao cac sb hiéu mang (ASN) chinh v&i sb lwgng phép do dwoc thu thap cao hon.”

Két luan

Nhiéu su kién kiém duyét da dwoc bao cao & Viét Nam trong thap ky qua. Muc tiéu cla
nghién clru nay 1a dé hiéu rd hon vé cac sy kién kiém duyét internet & Viét Nam théng qua
viéc thu thép va phan tich cac phép do mang. Pé dat dwoc muc tiéu nay, cac bai kiém tra
phan mém clia OONI da duwoc chay trén toan quéc véi muc dich thu thap va phan tich dir liéu
do lwérng mang dé kiém tra xem céac trang web, cac &ng dung nhén tin va coéng cu lach/vuot
kiém duyét c6 bi chan hay khéng. M6t sé lankiém tra cling da dwoc chay nham xac dinh xem
cac hé thdng (“middle boxes - hdp trung gian”) cé thé da dwoc dung dé kiém duyét, giam sat
va thao tung lwu lwong & cac mang duoc kiém tra.

Kha n&ng truy cap cutia 2.052 trang web da dwoc kiém tra véi 293.415 |an kiém tra trén 10 nha
mang khac nhau va di¥ liéu do lwéng mang dwoc thu thap tlr ngay 1 thang 1 nam 2022 dén
ngay 30 thang 6 nam 2022 da dwoc phan tich. Chung téi thdy cé 1.108 trang web (54%)
khong thé truy cap dwoc bdi 3 nha mang I&n 1a VNPT, FPT va Viettel.

Cac phat hién chinh cta nghién clru nay cho thdy cac cac nha cung cap dich vu mang Viét
Nam dwong nhw dang thuc hién kiém duyét thong qua hé thdng tén mién (DNS) va trinh
duyét http (sw can thiép hé théng t&n mién va chan dia chi IP vao danh sach den) dbi véi cac
trang bi chan. biéu dang chu y la cac nha mang Viét Nam dudng nhw dang thwc hién kiém
duyét theo cach riéng cua ho, vi cac loai trang web bi chan khac nhau gitra cac nha mang
khac nhau, th&i gian chan hoac cho phép duwoc truy cap cling khac nhau gitba cac nha mang.

La mét phan cla nghién clru nay, cac trang web bi chan cao nhét thudc vé cac danh muc sau:

e Nhan quyén


https://github.com/citizenlab/test-lists/blob/master/lists/vn.csv
https://github.com/citizenlab/test-lists/blob/master/lists/global.csv
https://ooni.org/get-involved/contribute-test-lists
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e NOi dung khiéu dam
e Phé binh chinh trj
e Tin Ttc Truyén Thong ( cac trang tin chl yéu cla nuwéc ngoai)

Viéc cac danh muc nay khoéng bi chan trén tat cd cac mang khién ching téi tin rdng cac cac
nha cung cdp mang Viét Nam c6 thé da loc ndi dung theo yéu cau rong rai ctia chinh phi dé
chan nhirng ndi dung lién quan dén déi lap chinh tri, b4t loi cho déng, tham nhiing va nhan
quyén. Mat tich cwc la WhatsApp, Facebook, Zalo, Line, Instagram, Tiktok va mét sé mang xa
héi dwdng nhuw cé thé truy cap duoc trén tat ca cac mang dwoc kiém tra trong thoi gian kiém
tra.

Tuy nhién trong qua trinh nghién ctru sb liéu, con moét sd han ché nhw danh sach kiém tra
chwa dwoc cap nhat trén phan mém va moét sb trang bi thay déi dia chi tén mién hodc khong
con hoat dong. Vi vay, chung khéng thé truy cap, nhwng phan mém van xac dinh la chung bj
héng hoac bi ngan chan va kiém duyét.

Loi cam on
Chung t6i muén bay té long biét on dbi véi cac tinh nguyén vién diing cdm va an danh & Viét

Nam, nhirng ngudi da chay va tiép tuc chay OONI Probe, nh& dé gitip cho nghién ctru nay cé
thé thwc hién dwoc.
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Phu luc I: Thuat ngir

DNS

DNS 14 chiy viét tat cia “Domain Name System” - Hé théng tén mién va
né chuyén ddi cac tén mién sang dia chi cla giao thirc internet (dia chi
IP).

Tén mién |a tén thwdng dwoc gan cho cac trang web (khi ching duoc
tao), dé chuing cé thé dé dang truy cap va ghi nhé hon. Vi du: twitter.com
la tén mién clia trang web Twitter.

Tuy nhién, may tinh khoéng thé két ni véi cac dich vu internet théng qua
tén mién ma dua trén dia chi IP: dia chi k§ thuat s6 cta tirng dich vu trén
Internet. Twong tw nhw vay, trong thé gi¢i vat chat, ban sé can dia chi
clia mot ngdi nha (ché khéng phai tén cla chinh ngdi nha dé) dé dén
tham ngdbi nha do.

Hé thdng tén mién (DNS) chiu trach nhiém chuyé&n ddi mot tén mién ma
con ngudi cé thé doc dwoc (chang han nhw ooni.org) thanh dia chi IP
dang sb twong &ng (trong trwdng hop nay la: 104.198.14.52), do dé cho
phép may tinh ctia ban cé thé truy cap vao dia chi website mong muén.

HTTP

Giao thirc truyén tai siéu van ban (HTTP) 1a giao thirc co ban dwoc
World Wide Web sir dung dé truyén hoac trao déi di¥ liéu trén Internet.

Giao thirc HTTP cho phép giao tiép gitra may khach va may chd, bang
cach xr ly yéu cau cla may khach dé két ndi véi may chd va phan hoi
clia may chu dbi v&i yéu cau clia ciia may khach.

Tat ca cac trang web déu cé tién t6 HTTP (hodc HTTPS) (chang han nhw

http://example.com/ ) d& may tinh ctia ban (may khach) co thé yéu cau va
nhan ndi dung cua trang web (dwoc Iwu trir trén may chu).

Viéc truyén dir liéu qua giao thirc HTTP khéng dwoc ma hda.

Heuristic

Thuat giai Heuristic la cach tiép can giai quyét van dé va tw kham pha.
Thuat giai Heuristics cho thém két qua chan xac nhan ngoai cac két qua
phat hién dya trén xac nhan chan théng thweng ciia OONI theo quy téc
“finger print” (OONI blocking fingerprints). Gii thich chi tiét hon & day .

ISP

Nha cung cép dich vu Internet (ISP) 1a mét té chirc cung cép cac dich vu
truy cap va st dung internet.

ISP c6 thé thudéc s& hiru nha nwédc, thwong mai, cong dong, phi loi
nhuan hodc thudc s& hiru tw nhan.

\Vodafone, AT&T, Airtel va MTN la nhitng vi du vé ISP.



http://example.com/
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Middle box — HOp
trung gian

Hop trung gian 1a mét thiét bi mang may tinh c6 chirc nang bién ddi, kiém
tra, loc hodc diéu khién Iwu lwong cho cac muc dich khac ngoai chuyén
tiép goi.
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Nhiéu Nha cung cép dich vu Internet (ISP) trén khap thé gi¢i st dung hop
trung gian dé cai thién hiéu suat mang, cung cép cho ngudi dung kha
nang truy cap trang web nhanh hon va cho mét sé6 muc dich vé mang
khac.

Tuy nhién, d6i khi, cac hop trung gian ciing dwoc st dung dé thwc hién
kiém duyét va/hodc giam sat internet.

Yng dung OONI Probe bao gdm hai phuong thirc kiém tra dwoc thiét ké
dé do lwdng mang véi muc dich xac dinh sy hién dién cGa hop trung
gian.

Giao thirc diéu khién truyén nhan (TCP) 1a mét trong nhirng giao thirc

TCP
chinh trén internet.
D& két néi voi mot trang web, may tinh ctia ban can thiét 1ap két ndi TCP
toi dia chi cua trang web do.
TCP hoat déng trén Giao thirc Internet (IP), giao thirc nay xac dinh cach
Xt ly cac may tinh trén internet.
Khi néi chuyén vé&i mot may qua giao thirc TCP, ban st dung mét dia chi
IP va cap cbng, tréng giéng nhw sau: 10.20.1.1:8080.
Sw khac biét chinh gitra TCP va (mét giao thirc rat phd bién khac duwoc
goi 1a) UDP |& TCP c6 khai niém vé mot “két ni”, lam cho né tré thanh
mot giao thirc truyén tai “dang tin cay’.

TLS B&o mat tang giao van (TLS) — con duwoc goi la “SSL” — 1a mét giao thirc

ma héa cho phép ban duy tri két ndi an toan, dwo'c ma hoa gitra may tinh
clia ban va dich vu internet.

Khi ban két ndi v&i mét trang web théng qua TLS, dia chi cta trang web
sé bat dau bang HTTPS (chang han nhu https://www.facebook.com/),

thay vi HTTP.

Cac thuat nglr day du lién quan dén OONI cé thé dwoc truy cap tai day:
https://ooni.org/support/glossary/


https://www.facebook.com/
https://ooni.org/support/glossary/
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Phu luc ll: Phwong phap luan

D liéu

C6 thé tai xubng dir liéu dwoc tinh toan dwa trén thuat gidi heuristics cho bao céo nay tai
day: https:/github.com/Sinar/imap-data, di¥ liéu tbng hop cé thé dwoc tai xudng tir OONI
Explorer .

Pham vi

Bao céo qudc gia vé tinh trang kiém duyét Internet ctia iIMAP bao gdm cac két qua do lwong
mang dwoc thu thap théng qua UWng dung thdm do OONI cla Quan sat mé vé can thiép
mang (OONI), bang cach do lwdng viéc chan cac trang web, (rng dung nhan tin téc thoi,
cobng cu vuot twdng Itra va sy can thiép mang. Cac phat hién chi ra cac trang web, (rng dung
nhan tin tlrc thoi va cac cong cu vuot twdng Itka dwoc xac nhan la da bi chan, cac s hiéu
mang cla cac nha mang bi phat hién kiém duyét va phwong phap dung dé can thiép mang.
B&o c&o ciing cung cap bdi canh co ban vé méi tredng mang va cac van dé va suw kién phap
ly, x& hoi va chinh tri m&i nhat c6 thé anh hudng dén viéc thwe thi kiém duyét internet & quéc
gia nay.

V& mat thoi gian, bao cao IMAP dau tién nay bao gdm cac phép do thu dwoc trong khoang
thdi gian sau thang tir ngay 1 thang 1 ndm 2022 dén ngay 30 thang 6 nam 2022. Cac quéc
gia nam trong ky béo cao nay gbm Campuchia, Hong Kéng, Indonesia, Malaysia, Myanmar,
Philippines, Thai Lan va Viét Nam. An Do sé& chi dwoc dwa vao bat dau tir ky bao céo tiép
theo.

Cac phép do mang dwoc thu thap nhw thé nao?

Cac phép do mang dwoc thu thap thdong qua viéc st dung rng dung OONI Probe , mét phan
mém mién phi dwoc phat trién bdi _Quan sat m& vé can thiép mang (OONI) . Dé tim hiéu
thém vé cach hoat dong cua cac phép do cia OONI Probe, vui long truy cap
https://ooni.org/nettest/ .

Cac nghién clru vién cla iIMAP & tirng qudc gia va cac tinh nguyén vién an danh chay (rng
dung OONI Probe dé kiém tra kha nang truy cap cla cac trang web c6 trong danh sach kiém
tra cla Citizen Lab . Cac nghién ctru & tirng quéc gia clia iIMAP tich cuc xem xét cu thé danh
sach website can dwoc kiém tra theo tirng qudc gia d& ddm bao bao gdm céac trang web cap
nhat va cac trang web phu hop véi bbi cadnh dwoc phan loai chinh xac, véi sy tham van cia
cong déng dia phwong va mang lwéi déi tac vé quyén ky thuat sb. Chang t6i ap dung
phwong phap cua Netalitica trong viéc xem xét danh sach kiém tra cla tirng quéc gia cu thé.

Diéu quan trong can lwu y 1a nhitng phat hién chi 4p dung cho cac trang web da dwoc kiém
tra va khéng phan anh day du tat ca cac trudng hop kiém duyét cé thé xay ra trong thoi gian
kiém tra.


https://github.com/Sinar/imap-data
https://explorer.ooni.org/
https://explorer.ooni.org/
https://ooni.org/install/
https://ooni.org/install/
https://ooni.org/install/
https://ooni.org/
https://ooni.org/nettest/
https://github.com/citizenlab/test-lists/tree/master/lists
https://github.com/citizenlab/test-lists/tree/master/lists
https://netalitica.com/wp-content/uploads/2021/10/Guideline-for-Test-List-Researchers-V7.pdf
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Cac phép do mang dwoc phan tich nhw thé nao?

OONI xt ly céc loai di¥ liéu sau théng qua dwdng dan dir liéu cta no:

Ma quéc gia

OONI theo mac dinrl thu thap ma twong ng véi qubc gia‘ ma tr dé ngwdi dung Qang chay
cac phuong thac kiém tra trén wng dung OONI Probe, bang cach tw dong tim kiem ma do

dwa trén dia chi IP cia ngwoi dung thdng qua co s& dir liéu ASN cua ho, co s& dir liéu
MaxMind GeolP .

Sé hiéu mang (ASN)

OONI theo méc dinh thu thap sé hiéu mang (ASN) clia nha cung cép dich vu mang da duoc
st dung dé chay (rng dung OONI Probe, tir d6 tiét 16 nha cung cdp mang clia nguoi dung.

Ngay va th&i gian do lwdng

Theo mac dinh, OONI thu thap ngay gi® chay bai kiém tra dé danh gia thoi diém nhiéu mang
xay ra va cho phép so sanh theo thdi gian. UTC dwoc st dung lam mui gi¢ tiéu chuén trong
théng tin ngay gi®. Ngoai ra, cac biéu dé duoc tao trén OONI MAT sé loai trir cac phép do
vao ngay cubi cung theo mac dinh.

Danh muc

C6 32 danh muc trang web dwa trén danh sach kifm tra clOa Citizenlab:
https:/github.com/citizenlab/test-lists . Vi khéng phai tAt ca cac trang web duoc kiém tra trén
OONI déu nam trong cac danh sach kiém tra nay nén cac trang web nay sé cé cac danh muc
chwa dugc phan loai.

STT. Danh muc Ma Mo ta

1 Ruwou & Thubc ALDR  [Céac trang web c6 ndi dung vé st dung, dd
dung va mua ban ma tdy va rwou bat ké tinh
hop phap tai dia phwong.

2 Ton gido REL Céac trang web thdo luan vé cac van dé ton
giao, ca ung hd va chi trich, cling nhw thao
luan vé cac nhém tén gido thiéu sb.

3 N&i dung khiéu dam PORN N&i dung khiéu dam nhe va manh.

4 Trang phuc khéu goi PROV Céc trang web hién thj trang phuc khéu goi va
miéu t& phu ni¥ theo cach goi duc, méc quan
4o toi thiéu.



https://github.com/ooni/pipeline
https://github.com/ooni/asn-db-generator
https://www.maxmind.com/en/home
https://www.maxmind.com/en/home
https://github.com/citizenlab/test-lists
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Phé binh chinh tri POLR Néi dung du’a‘l ra cac quan diém chinh tri quan
trong. Bao gom cac tac gia va blogger quan
trong, cling nhw cac té chirc chinh tri dbi lap.
Bao gébm ndi dung Gng hd dan chd, nodi dung
chdng tham nhiing cling nhw ndi dung kéu goi
thay doéi lanh dao, van dé quan tri, cai cach
luat phap,vv.
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STT. Danh muc Misé Mota

6 VAn d& Nhan quyén HUMR [Cac trang chuyé.n th‘éo ludn vé cac van de
nhan quyén dwdi nhiéu hinh thirc khac nhau.
Bao gdbm quyén cta phu ni va quyén cutia cac
nhom dan toc thidu sé.

7 Méi truwdng ENV Cac noi dung vé sy 6 nhiém, hiép wéc qubc
té vé méi trwong, pha rirng, cong ly moi
trwdng, thién tai, v.v.

8 Khang bé va dan quan  [MILX Céc trang web quang ba chl nghia khiing bd,
dan quan bao lyc hoac cac phong trao ly khai.

9 Phat ngdn thu han HATE N6i dung miét thi cac nhém hodc ngudi cu thé
dwa trén chidng téc, gidi tinh, xu hwéng tinh
duc hodc cac dic diém khac

10 Tin tirc truyén thong NEWS |Danh muc nay bao gébm cac hang tin lén
(BBC, CNN, v.v.) cling nhw cac hang tin khu
VirC va co quan tin tire truyén théng déc lap.

\ED Bao gdm cac ndi dung vé bién phap tranh

11 Giao duc gi¢i tinh -9 .
thai, kiéng khem, Bénh truyén qua dudng tinh
duc (STDs), tinh duc lanh manh, mang thai &
tudi vi thanh nién, ngdn ngira hiép dam, pha
thai, quyén tinh duc va cac dich vu sirc khoe
tinh duc.

12 Strc khde cong déng PUBH  [HIV, SARS, cum gia cAm, trung tam kiém soat
dich bénh, T6 chirc Y té Thé gidi, v.v.

13 Bai bac GMB Cac trang web c& bac tryc tuyén. Bao gém
cac tro choi song bac, ca cugc thé thao, v.v.

14 Cac Cé’j'g cu’én danh valaNON  [Cac trang web cung cép cac céng cu dwoc st

vurot twong Ira dung dé an danh,lach/vwot twong Itra,

dich vy proxy va ma hoa.

15 Hen ho trwc tuyén DATE Dich vu hen ho truc tuyén dé gap g& moi
nguoi, dang hd so, trd chuyén, v.v.

16 Mang x& hoi GRP Cac cong cu va nén tdng mang xa hoi.

17 LGBT LGBT Mot Iqat cac van dé vé nguoi déng tinh
nam-dong tinh nir-song tinh-chuyén gidi.
(Khéng bao gém néi dung khiéu dam)

18 Chia sé tépf/file FILE Céc trang web va céng cu duoc st dung dé

chia sé tép, bao gdm lwu trir tép dwa trén dam
may, torrents va cac cong cu chia sé tép P2P.
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19

Céng cu hack

HACK

Cac trang web danh riéng cho bao mat may
tinh, bao gém tin tirc va céng cu. Bao gdm noi

dung doc hai va khéng doc hai.
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STT. Danh muc Misé Mota

20 Cong cu truyén thong coMT [Cac trang web va cong cu dé lién lac ca nhan
va nhém. Bao gébm webmail, VoIP, nhan tin
nhanh, trd chuyén va (rng dung nhéan tin di

dong.
21 Chia sé truyén thdng MMED  [Né&n tang chia sé& video, am thanh ho&c hinh
anh.
22 Nén tang lwu trir va viétlHOST  [Dich vu lwu trir web, viét blog va cac nén tang
blog xuat ban truc tuyén khac.
23 Cong cu tim kiém SRCH  |Céng cu tim kiém va cbng thang tin.
24 Choi game GAME  [Trd choi trpc tuyén va nén tang trd choi,

khéng bao gbém cac trang web cd bac.

25 \/an hoa CULTR [N6i dung lién quan dén giai tri, lich s, van
hoc, am nhac, phim anh, sach, cham biém va
hai hwéc

26 Kinh té hoc ECON  [C&c chi dé néi chung lién quan dén phat trién
kinh té va nghéo ddi, cac td chirc va co hoi tai
tro

27 Chinh pha GOVT Céc trang web do chinh phi diéu hanh, bao
gdbm céac trang web quan su.

28 Thwong mai dién tor COMM [Trang web cung cép céc dich vu thwong mai
va san pham.

29 Kiém soat nodi dung CTRL NGi dung lanh tinh hodc v hai dwoc st dung
lam kiém soat.

30 T4 chirc lién chinh phi IGO Tri':\ng web cuA,a cac to chire lién chinh phd nhw
Lién Hop Quoc.
31 Noi dung khac MISC Cac trang web khéong nam trong bat ky danh

muc nao phia trén

Dia chi IP va thong tin khac

OONI khéng ¢b y thu thap hoac lwu trir dia chi IP clia ngudi dung. OONI thwe hién cac bién
phap dé loai bd chung khdi cac phép do dwoc thu thap dé bdo vé nguwdi dung khdi nhirng rai
ro tiém an . Tuy nhién, c6 thé cé nhirng trwdng hop dia chi IP clia ngwdi dung va théng tin co
kha ndng nhan dang ca nhan khac dwoc thu thap ngoai y muébn, néu co, théng tin dé dwoc
bao gém trong tiéu d& HTTP hod&c siéu di¥ liéu do lwong khac. Vi du: diéu nay cé thé xay ra


https://ooni.org/about/risks/
https://ooni.org/about/risks/
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néu cac trang web dwoc kiém tra dwoc trang bi cac cong nghé theo ddi hodc ndi dung tuy
chinh dwa trén vi tri mang clia ngwoi dung.

Phép do mang

Cac phép do mang ma OONI thu thap tuy thudc vao loai kiém tra dwoc chay. Thong sb ki
thuat cha tirng kiém tra cia OONI c6 thé dwoc xem théng qua kho lwu triy git va théng tin chi
tiét v& nhitng phép do mang dwoc thu thap doi hdi cé thé dwoc xem thdng qua OONI
Explorer hoac théng qua APl do lwdng ctia OONI .

Xuét phat tr muc tiéu thu thap théng tin t» cac phép do, , OONI xt ly cac loai dir liéu dé tra
|61 cac cau héi sau:

Nhirng loai kiém tra OONI ndo da dwoc chay?

Nhirng phwong thirc kiém tra d6 da dwoc chay & nhirng qubc gia nao?
Nhirng 1an kiém tra d6 da chay trén mang nao?

Nhirng lan kiém tra d6 dwoc chay vao thdi gian nao?

Nhirng hinh thirc can thiép mang da xay ra?

Sw can thiép mang da xay ra & nhirng qudc gia nao?

Hién twong can thiép mang xay ra & nhirng mang nao?

Khi nao sw can thiép mang da xay ra

S can thiép mang dién ra theo cach nao?

Dé trd 1oi nhivng cau hdi nhw vay, quy trinh ctia OONI duoc thiét ké dé trd Ioi nhirng cau hai
nhw vay béng cach x( ly di¥ liéu do lwérng mang dé chop hep nhirng viéc sau:
e Phan bcf) cac phép do cho mét quéc gia cu,thé. ’
e Phan bd cac phép do cho mét mang cu thé trong mét qudc gia.
e Phan biét cac phép do dwa trén cac bai kiém tra cu thé da dwoc chay cho bd swu tap
cua chung.
e Phan biét gitra cac phép do “binh thuworng” va “bat thwdng” ( bat thweng chi ra co kha
nang hién dién mét dang gia mao mang).
e Xac dinh hinh thirc can thiép mang dwa trén mét tap hop cac thuat gidi heuristics vé
DNS tampering, chan TCP/IP va chan HTTP.
e Xac dinh céac trang bi chan dwa trén mét tap hgp cac thuat gidi heuristics déi v&i chan
HTTP.
e Xac dinh sw hién dién cua "hép trung gian" trong cac mang duoc kiém tra.
Theo OONI, cac két qua khdng chinh xac cla qua trinh kiém tra - “dwong tinh gia” c6 thé xay
ra & di lieu dwoc x&r ly do mot sé ly do. Cac thiét bi ctia hé thdng tén mién (DNS resolvers)
do Google hodc ISP dia phwong van hanh thuéng cung clp cho ngwdi dung dia chi IP gan
ho nh4t vé mat dia ly. Mac du day cé vé 1a mot trwong hop can thiép vao hé théng tén mién,
nhwng né thuc sy dwoc thwe hién véi y dinh cung cp cho ngudi dung quyén truy cap nhanh
hon vao cac trang web. Twong tw, “dwong tinh gid” cé thé xuét hién khi cac trang web dwoc
kiém tra dwa cac ndi dung khac nhau tuy thudc vao qubc gia ma ngudi dung dang két néi
hoac trong trwong hop céc trang web tra vé 16i (do thoi gian dwong truyén cham hoac tai
théng tin qua lau) mac du chung khéng bican thiép.

Hon nira, cac phép do chi ra viéc chan HTTP hoac TCP/IP thyc sw co thé 1a do 16i HTTP


https://github.com/ooni/spec
https://explorer.ooni.org/world/
https://explorer.ooni.org/world/
https://api.ooni.io/
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ho&c TCP/IP tam thdi va cé thé khéng han 1a d4u hiéu cla can thiép mang. Do dé, diéu quan
trong 1a phai kiém tra cing moét nhém trang web theo théi gian va dbi chiéu di liéu, trwde khi
dwa ra két luan vé viéc liéu cac trang web c6 thuyc suw bi chdn hay khong.

Vi céc trang bi chdn khac nhau gitra cac quédc gia va doi khi khac nhau gitra cac nha mang,
nén viéc xac dinh chinh xac chung la kha khé khan. OONI st dung mét loat thuat giai
heuristics dé& phéng doan cac trang web dang nghi van cé khac véi sy giam sat dw kién hay
khéng, nhwng nhitng thuat gidi heuristics nay thwdng coé thé dan dén két qua khong chinh
xac “dwong tinh gid”. Vi ly do nay, OONI chi néi rang cé mét trueérng hop chan dwoc xac nhan
chéc chan khi mét trang bi chan dwoc phat hién 1a DNS confirmed.

Sau khi thu thap nhiéu phép do mang hon, OONI tiép tuc phat trién thuat gidi heuristics dé
phan tich di¥ liéu ctia minh, dwa vao doé cb gang xac dinh chinh xac cac sw kién kiém duyét.

Ban c6 thé xem toan bd danh sach trang web dwoc kiém tra theo tirng qudc gia cé chira cac
trang web da bj chan & Myanmar, Campuchia, H6ng Kéng, Indonesia, Malaysia, Philippines,
Thai Lan va Viét Nam tai day: https://qithub.com/citizenlab/test-lists .
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Xac nhan so véi Thuat gidi Heuristic

Céc phép do OONI da xac nhan chac chan dwa trén cac trang bi dwa trén quy tac fingerprint
duwoc ghi lai tai day https://github.com/ooni/blocking-fingerprin

Do d6, thuat gidi heuristic nhw bén dwéi da duwoc chay trén cac phép do tho trén tat ca cac
quéc gia theo iIMAP dé xac nhan thém céc lan chan.

DPau tién, cac dia chi IP cé hon 10 tén mién da dwoc xac dinh. Sau dé, mdi dia chi IP da
dwoc kiém tra nhw sau:

IP dang nghi van cé lién quan dén sy phong téa cla chinh phd khéng?

Khong, trang da hét thdi gian ché hoac hién thi Trang mang phan phdi noi
dung (CDN).

1 1

Chung t6i cé thé nhan dwoc théng tin gi vé IP bang cach thwe hién tra clru
whois?

bung

Xac nhan chan

ISP cuc bd CDN / IP riéng

[] 1

Chung t6i c6 nhan dwgc xac nhan TLS hgp 1€ cho mét

Xac nhan
chan

trong cac tén mién dwoc dé cap khi thwe hién giao két TLS
va chi dinh SNI khong?

Khong, da tim thay
Co dau hiéu chan theo
quy tac fingerprint.

! 1 1

Phép do 1ay mau
Xac nhan chan dwoc phan tich trén
OONI Explorer.

Khong, da hét thoi
gian cho

Dwong tinh
gia

Khi s chdn dwoc xac dinh, bat ky tén mién nao dwoc chuyén huéng dén cac dia chi IP nay
sé dwoc danh dau 1a 'dns.confirmed'.

Th& hai, cac tieu dé va noi dung HTTP da dwgc phan tich dé xac dinh cac trang bi chan. Vi
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du nay cho thdy rang HTTP tra vé dong van ban 'URL da bj chén theo huéng dén cia DoT
tuén theo lénh cda Toa &n' . Bt ky tén mién nao dwoc chuyén huwéng dén cac tiéu dé va noi
dung HTTP nay sé dwoc danh dau la 'http.confirmed'.

Do d6, cac két qua dwong tinh gid da bj loai bé va da thu dwoc nhiéu lwot chdn dwoc xac
nhan hon bao gébm céac quéc gia nhw Campuchia, Viét Nam va Philippines — nhirng noi nay
khéng cé d4u hiéu chan theo quy tac fingerprint dwo'c xac nhan trén OONI.

Trong trwdng hop clia Hong Koéng, két qua cuia thuat gidi heuristic cho thay cé sw kiém duyét
bén ngoai tr dat nwdc thay vi kiém duyét & bén trong. Do doé, cac nha nghién ciru trong
nwéc da phan tich cac phép do OONI theo cach tht cong dé xac dinh cac 1an chan da dwoc
xac nhan. Cac tén mién dwoc xac dinh dwa trén cac trwdng hop hét thoi gian cho.



